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Infroduction

Cristie SysBack provides AIX system administrators and other system users with a simple, efficient
way to back up and recover data from an command line or a SMIT menu-driven interface.

SysBack lets you recover all or part of the system. SysBack is also flexible; you can install one
system installation image to another system with either identical or different hardware
configurations.

This document provides an overview guide of the 2 main modes of backup and recovery operation
of Cristie SysBack and relates to version 7.3.1 of the product. Refer to the full Cristie SysBack
product reference guide for comprehensive support.

Hardware Requirements

Cristie SysBack supports the following hardware:

o IBM eServer® pSeries™ systems

o IBM Power systems

Software Requirements

The following software is required to use Cristie SysBack:

e OS version support is summarised in the Cristie Backup/Recovery OS Support Matrix on the
Cristie Software Ltd. website.

e The bos.sysmgt.sysbr fileset.

e When AlX is installed, the following filesets are installed automatically with the system and
may not be removed in order for SysBack to function properly:

bos.rte.net
bos.rte.archive
bos.rte.libnetsvc (when using Network Install functions)

o If you will be using the Remote Services functions of SysBack, the following AIX filesets are
required:

bos.rte.net
bos.net.tcp.client.

o If you will be using the Classic Network Boot functions for the Network Installs, the AIX bos.
net.nfs.client fileset is required.

o If you will be using the NIM Resource Network Boot functions for Network Installs, the NIM
environment and resources must first be installed and configured in the desired locations
for SysBack to utilise these resources.

SysBack Quick Start Guide


https://www.cristie.com/news/frm_display/main-view/?entry_key=mqjjg

Installation 5

2 Installation

To install or upgrade Cristie SysBack, download the files cristie.sysback.base.
<version number>.bff to a convenient directory. Using an the root account, use smitty
install to install the product.

Note that this will result in three files being installed.

The version installed can be confirmed with the command 1slpp -1 | grep sysback.

Cristie SysBack can then be started by using the command smitty sysback. This opening screen
is then shown.

Copyright © 2023 Cristie Software Ltd.
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Licensing

To attach a license to a Cristie SysBack instance, copy the license file base.licto /usr/1pp/
sysback/base.lic. Once copied, run the command sbchlicense -1 and verify that the

output matches the contract.

SysBack Quick Start Guide



Prerequisites 7

4 Prerequisites

From within Cristie SysBack, enable remote backup services for network backups from the following
screen:

Configuration Options -> Remote Services -> Client Options -> Configure Remote Services

item

Configure Remote Services

Select to enable Remote Services.

Copyright © 2023 Cristie Software Ltd.
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Logging

To change logging to automatic and the location to store the logs (note that this can be a remote
location), start Cristie SysBack by running smitty sysback.

From within SysBack, logging options can be modified from the following screen:

Utilities -> Logging Options -> Automatic Logging Options -> Change/Set Automatic
Logging Options

Au q [Enabl
= i|/mnt/cristie/logs)

Select to save any changes made.

Note: The default logging location is /var/adm/ras/sysback

SysBack Quick Start Guide
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6 Backup

SysBack supports disaster recovery backups and recoveries from/to IBM Spectrum Protect and
SysBack Remote Services.

6.1 IBM Specirum Protect

To do a full system backup for disaster recovery using IBM Spectrum Protect™, follow the following
steps.

6.1.1 Prerequisites

If backing up to an SSL enabled IBM Spectrum Protect server, SSL must be setup on the SysBack
client before a backup can be done via Cristie SysBack.

Copy the certificate by running the following commands:

mkdir /tmp/new
cd new

Copy cert256.arm from the IBM Spectrum Protect server you wish to backup to/recover from to /
tmp/new.

Create, add and list the SSL database by running the following commands:

gsk8capicmd 64 -keydb -create -populate -f -db dsmcert.kdb -stash -genpw
ls (to verify copied files)

gsk8capicmd 64 -cert -add -db dsmcert.kdb -stashed -label cristie cert -file /tn
ls (to verify copied files)

gsk8capicmd 64 -cert -list -db dsmcert.kdb -stashed -label cristie cert
ls (to verify copied files)

Move the SSL database files to the correct IBM Spectrum Protect client location by running the
following command:

cp /tmp/new/* /usr/tivoli/tsm/client/api/bin64

Since the database files are now in /usr/tivoli/tsm/client/api/bin64 they will be copied
onto the boot cd when we create the recovery image later.

This is a sample dsm. sys file. Note the passwordaccess generate entry.

Servername server_ a
TCPServerAddress 10.10.2.82
TCPPort 1500
NodeName np-sysback72
passwordaccess generate

This is a sample dsm.opt file.

Copyright © 2023 Cristie Software Ltd.
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6.1.2

613

Cristie SysBack

Rt b dh b b S Sh b 2 SR Sh b S Sh b b Sh b b 2 dh b b SR Sh b S Sh b b S Sh b 2 Sh b b SR Sh b S dh b b S Sh b 2 Sh b b S Sh b 2 dh b b S Sh b 2 Sh Sb b Sh S 4
* IBM Spectrum Protect *
* *
* Sample Client User Options file for AIX and SunOS (dsm.opt.smp) *

KK A AR A AR A AR AR A AR A AR A AR A AR A AR A A KR A A A A AR A A A AR A A A A AR A AR A AR A AR AR AR A A AR AR K kXK

* This file contains an option you can use to specify the TSM
server to contact if more than one is defined in your client
system options file (dsm.sys). Copy dsm.opt.smp to dsm.opt.
If you enter a server name for the option below, remove the
* leading asterisk (*).

* ok X

AR A AR A AR A AR AR A A A A AR A AR A AR A AR A A KR A A A A AR AR A AR A A A A AR A AR A AR A AR A IR AR A AR AR K kXK

* SErvername A server name defined in the dsm.sys file
SErvername server a

Configure the IBM Specirum Protect Client

To configure the IBM Spectrum Protect client to use the correct IBM Spectrum Protect server, start
Cristie SysBack by running smitty sysback.

From within Cristie SysBack, the IBM Spectrum Protect client can be configured from the following
screen:

IBM Spectrum Protect Configuration -> IBM Spectrum Protect Virtual Device Configuration
-> Add a IBM Spectrum Protect Virtual Device -> Select a IBM Spectrum Protect Server ->
Enter Node Password

Client Node Password ::

Run the Backup

To run the backup using IBM Spectrum Protect, start Cristie SysBack by running smitty sysback.
From within Cristie SysBack, the IBM Spectrum Protect backup can be run from the following screen:
Backup & Recovery Options -> Backup Options -> Backup the System (Installation Image)

On the Backup the System (Installation Image) screen, choose Tsmdev device to backup to the IBM
Spectrum Protect server setup earlier.

SysBack Quick Start Guide



Backup

verbose,/filelist|

Now select to run the backup to IBM Spectrum Protect.

When complete the following screen will be shown.

1
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6.2

6.2.1

D: Thu & Jul 04:5

[MCRE .. 53085] > Command Cutput <

F

[END] Command Error / Status

Fl=Help F2=Refresh F3=Return F4=5Select F5=Save

Remote Services

Remote Services is an optional feature of SysBack that enables a host attached to a network using
TCP/IP to read and write backups to and from either tape drives or disks attached to a remote
host. This enables a single host to act as a backup server for other hosts on the network that do
not have a local tape drive attached.

With Remote Services, a backup server machine can enable specific hosts and users on those hosts

to access the local devices or directories. Remote Services also enables client hosts to be installed
from a device or disk image file on a network installation server.

Prerequisites

To use Remote Services, SysBack must be installed on each host that you want to act as a backup
server, as well as each host that backs up its data to the server. TCP/IP must also be installed on
each host to use Remote Services functions.

To access the menu for configuration and maintenance of a backup server or client start SysBack
using smitty sysback:

The Remote Services can be configured from the following screen:
Configuration Options -> Remote Services

This shows the following screen:

SysBack Quick Start Guide
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M

Server Options

Then choose Client or Server Options as required.

6.2.1.1 Configure Remote Services Server

To configure the server side of Remote Services select Server Options from the previous screen:

This then shows the following:

Copyright © 2023 Cristie Software Ltd.
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Cristie SysBack

Return to the previous menu and select Add or Change Host Access to this Server:

SysBack Quick Start Guide
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Now add the client hostname(s) and users permitted to run backups on this server and the backup
location (on the server).

You will see this confirmation screen.

Copyright © 2023 Cristie Software Ltd.
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6.2.1.2 Configure Remote Services Client

To configure the client side of Remote Services select Client Options from the previous screen:

Client Options

Fir

This then shows the following:

SysBack Quick Start Guide
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Return to the previous menu and select Add or Change List of Remote Backup Servers:

17
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Cristie SysBack

You will see this confirmation screen.

SysBack Quick Start Guide
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6.2.2 Runthe Backup

You may run push backups from client to server. You may also run pull backups on the server for
a selected client.

This example shows a push backup.

To run the backup using Remote Services, start Cristie SysBack by running smitty sysback.

From within Cristie SysBack, the Remote Services backup can be run from the following screen:
Backup & Recovery Options -> Backup Options -> Backup the System (Installation Image)

On the Backup the System (Installation Image) screen, choose the server hostname/directory
setup earlier.

Mo

Add suitable a Backup file ID and a description to identify this backup on the server.

Copyright © 2023 Cristie Software Ltd.
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Cristie SysBack

Now select to run the backup to Remote Services.

When complete the following screen will be shown.

Command Error / Status

p—-aix72-10GE-1)

SysBack Quick Start Guide
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7 Bootable Recovery Image

To create a bootable recovery image, start Cristie SysBack by running smitty sysback.
From within Cristie SysBack, create the bootable recovery image from the following screen:

Backup & Recovery options -> Backup Options -> Create a backup to CD/DVD -> Choose
Cdrom

m |

Create a backup to CD/D

Cdrom Sdev/cd0 SCSI Optical Served by VIO Server

On the Select Backup CD/DVD Device screen, set the following recommended values:

Backup Media Format ISO9660 (Rockridge format)

Media Type DVD

Backup Type Full System

Create a Boot only CD/DVD Yes

Create a CD/DVD Now? No

IBM Spectrum Protect Option Include IBM Spectrum Protect APl code

Copyright © 2023 Cristie Software Ltd.
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Cristie SysBack

[END] Command Error / Status

Fl=Help F2=Refresh F3=Return F4=5Select F5=Save

Once the recovery image has been created, copy it to a network location. In the example above the
image is contained in a directory called /mksbcd8651222/cd images:

The file with the .vo11 extension is the actual DVD ISO image. It is suggested giving the image a
more meaningful name.

SysBack Quick Start Guide
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8 Recovery

To recover from a backup boot the previously created ISO/image on your target host.

When indicated enter and press to use the terminal as console.

Choose the correct terminal, e.g. vt220.

Finally enterl if the terminal is showing correctly.

23

Copyright © 2023 Cristie Software Ltd.




24 Cristie SysBack

8.1 IBM Spectrum Protect

Select Change Installation Device from the Installation & Maintenance Main Menu screen.

1 1

Cristie System Backup and Recovery

Now choose the tsmdev device.

SysBack Quick Start Guide
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(o s (n [n (5] G 1 10

b4 Change Installation Device

TSM Virtual Device (entl})

Enter the IBM Spectrum Protect Server/Node details on the Change IBM Spectrum Protect Network
Settings screen.

Change TS5M Network Settings

CIick a few times to return to the main menu.

Now select Change Volume Group & Logical Volume Information from the Installation &
Maintenance Main Menu screen.

Copyright © 2023 Cristie Software Ltd.
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R CEE! 1q CECCE 1.

Cristie System Backup and Recovery

={=|

=81

(o (s (w( (w (s {w (w (n]

0.495514659 07/06/2023

Wait until the configuration has been loaded from the selected backup and then the Change

Volume Group & Logical Volume Information menu is displayed.

SysBack Quick Start Guide
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TCl d
Change Volume Group & Logical Volume Information

1q 9999 1q a

Select Physical Volumes for Volume Groups|

Select Physical Volumes for 'rootvg’ Volume Group, press to select and wait for it to
populate.

rootvg

Now select a few times to return to the main menu.

Click Install the System with Current Settings.

Copyright © 2023 Cristie Software Ltd.
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Cristie SysBack

qagad CECC

- - - — -
b4 Cristie System Backup and Recovery

This is a warning so enter | to continue and you will then see this:

SysBack Quick Start Guide
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¥ Install the Syate

Press § to begin the installation. The recovery will then progress and the system will reboot
automatically.

At the end of the recovery and if recovering a backup to a new or different host system you will see
a warning referring to the IBM Spectrum Protect and SysBack licenses which are only valid for the
original source system. You will now have an opportunity to remove the IBM Spectrum Protect and
SysBack products and licenses at this point.

Copyright © 2023 Cristie Software Ltd.
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Cristie SysBack

Enter Y8 or [ as required. You can also change the network settings for the recovered system so
that it does not conflict with the original system if its still running.

If you respond ™ the existing network settings will be deleted.

When complete the system will automatically re-boot:

SysBack Quick Start Guide
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8.2 Remote Services

31

Select Change Installation Device from the Installation & Maintenance Main Menu screen.

1 1

Cristie System Backup and Recovery

Now choose the network device for Remote Services recovery.
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1

[ k| &

Change Network Settings

(s {u s (s |

(s (s (u(n (o 1

Click a few times to return to the main menu.

Now select Change Volume Group & Logical Volume Information from the Installation &
Maintenance Main Menu screen.

SysBack Quick Start Guide
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33

1O 1! (e iegn(e] 0L -
Cristie System Backup and Recovery
0 1
i(u}

(o (s (w( (w (s {w (w (n]

Cristie System Backup and Recovery

o (a (o 0o (o o (o (o (0 (o (o o o o (o [ o o (o (o o o (o (o (s (o (o (o (3 (o 0 {0 (3 |

SB.np-aix72-10GB.np-aix72-10GB-1 (np-aix72-10GB})

Wait until the configuration has been loaded from the selected backup and then the Change
Volume Group & Logical Volume Information menu is displayed.
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TCl d
Change Volume Group & Logical Volume Information

1] [ i | 1] o

Select Physical Volumes for Volume Groups|

Select Physical Volumes for 'rootvg’ Volume Group, press to select and wait for it to
populate.

rootvg

Now select a few times to return to the main menu.

Click Install the System with Current Settings.

SysBack Quick Start Guide
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qagad CECC

- - - — -
b4 Cristie System Backup and Recovery

This is a warning so enter | to continue and you will then see this final warning:

35
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oL

Do you wish to continue the installation? (v/n

Press § to begin the installation. The recovery will then progress and the system will reboot
automatically.

At the end of the recovery and if recovering a backup to a new or different host system you will see
a warning referring to the IBM Spectrum Protect and SysBack licenses which are only valid for the
original source system. You will now have an opportunity to remove the IBM Spectrum Protect and
SysBack products and licenses at this point.

SysBack Quick Start Guide
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Enter Y8 or [ as required. You can also change the network settings for the recovered system so
that it does not conflict with the original system if its still running.

If you respond ™ the existing network settings will be deleted.

When complete the system will automatically re-boot:

Copyright © 2023 Cristie Software Ltd.
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9 Cristie Technical Support

If you have any queries or problems concerning your Cristie SysBack product, please contact Cristie
Technical Support. To assist us in helping with your enquiry, make sure you have the following
information available for the person dealing with your call:

SysBack Version Number

Installed OS type and version

Any error message information (if appropriate)

Description of when the error occurs

All Cristie log files relating to the source or recovery machine. This is very important to help

us provide a quick diagnosis of your problem

Contact Numbers - Cristie Software (UK) Limited

Technical Support +44 (0) 1453 847 009
Toll-Free US Number 1-866-TEC-CBMR (1-866-832-2267)

Knowledgebase kb.cristie.com
Forum forum.cristie.com
Sales Enquiries sales@cristie.com
Email support@cristie.com
Web www.cristie.com
Support Hours

05:00 to 17:00 Eastern Standard Time (EST) Monday to Friday
Out-of-Hours support available to customers with a valid Support Agreement - Severity 1 issues*
only

UK Bank Holidays** classed as Out-of-Hours - Severity 1 issues only.

*Severity 1 issues are defined as: a production server failure, cannot perform recovery or actual
loss of data occurring.
**For details on dates of UK Bank Holidays, please see www.cristie.com/support/

Cristie Software Ltd. are continually expanding their product range in line with the latest
technologies. Please contact the Cristie Sales Office for the latest product range.
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